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PNICFERR, WRELZ A, FEELZER43 dwj_wz@163.com, EiiN QQ i+iEHf 341410255
(e NE B

WaitFish
2014-09-03

*E:
T UHAIRMCRI AN & — SRR B E I -
DAL FARE RS e — R EHUTRI 1T - 20:
root@ubuntudocker:~#

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

58b043aa05eb desk_hz:vl "/startup.sh” 5 days ago Up 2 seconds 5900/tcp,
6080/tcp, 22/tcp yanlx

(XA g R EE 2 HHs T A 25
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1~ DOCKET BT R ettt ee e eete e eeeeesesene e e eseseneneeseneneeaes 5

2 ~ Docker image FJ AR I ..ottt sttt 6
B3 DIOCKET T JZE ettt et e et et e e et e s es e e e et eeene e e e enensaeeaseeeneneneeeenens 6
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1 > UDUNEULZA.04 ZZZE AOCKET. ... eeeaeaeaeaeaeaeaeeeneaeneaeaeneeeaeneneaesenenens 8

2 > UDUNEUL2.04 ZZZE AOCKET . .eeveeeeeeeeeeeeeeeeeeeeee e eete e eeeeeeeteseeeaea et eeeeeseaeeeeseseseneeateseseeeeeeneenens 8
3~ CONLOSEN7 8T ZEZE AOCKET ..ottt e e e e e e e e e e e e e s e s e e e e seeseseeaeees 9
U ~ Docker imMage TEAH T IR ...ttt sttt snas 10
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A4~ BT TEH CUBY IMAEES....cvveeveeeeeteeceeveeete et sese e sesae et se s ses st s assesesesesesessssasanans 12
DE—17E: FH docker commit SRH "1 IMage.......oovveeeeeeeeeeeeeeeeeeeeee e 13

2)5 N IME: M dockerfile SEAITE IMAZe........cocveveeeveeceeeee e 13

5 ~ {4 F docker push 15 ImMaES.......ccevvervevieereieieteecte ettt 16

6 ~ F dcoker rmi FEERZNH IMages. .......ovvcvivieieeeeeeee et 16
T8 DOCKET F T BB T T R et et e et et e e ee s s e s eeesene e e eeeeeaeeenenes 17
1 B ETBIERE ettt ettt ettt n et n et 17

2 ~ docker FHIZER ELER-INKING FGT v vttt 18
D) R T A R et 18
D)ZEBR ELIR oottt ettt sttt ettt ettt en s nnaes 18

7 AOCKET T P B L ettt ettt ettt e eeaeee et et eeeaeaeaeeneaeeaeeeeaeeneeeeeeaeeneee 21
LI T YT == OO OO OO O OO 21
2 N FILEE DINS ottt sttt ettt sttt sttt s a et et n s ananaean 22

B B B T L oo a e e e e e e et et et et et ee et eeeneaeas 23
A~ BT D R U 0 Bl T2 08 ettt ettt ettt ettt eeaeaes 25

5 RE T AOCKETO. ...ttt e et eeteee e e e eeeeee e e s eneseseneseteeesenesaseseaeneneasenens 26
IR = W £ 22O OO 27
7 S DOCKET A i T T Bl B Y oottt ee ettt et e e e eeeee e eeeeeas e eneeseeeneens 28
I = 1 OO OO OO 30
O B D B B B T ettt ettt ettt ettt ettt ettt ettt ettt ettt et neeeenenes 30
A DIOCKET BT BT Tt e e e e te e e e e et eae et e e e eeenenens 32
1~ Data VOIUIMES ZIE A .ot e e ee e eeeeee e e e eeese et eneeseneeneeeneanas 32
DI I BIE T ottt 32
FEE D WL RIE BT oot 32
BFEE B WL S E TR oot 33
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2 > Data VoIume Container BT T8 B e e eeeeeeeeeeee e e eeseeseeeseeseseseesesseseseesesseseeseesesseseesessesaeas 33

3 ~ A/ Data Volume Container K& 17 ~ KE ~ BENETES oo ovvveeeereecee, 33
TN S B B L et 35
1 > KernNel NAMESPACES......cccveeruierrieriieeieeniteeteestessieesttesseesseesseesssessseasseessessssessseessaesssessseesssesnes 35

2 > CONLTOL GIOUPS....uuvieieeiieieiieeiieeeiieeerteeestteeestteestteesteeessseesssseasssseesssseeesssessssssssseessssssssseesessns 35

3 ~ Docker Daemon Attack SUITACE.......cc.cevueeiirieniirierteeeeete ettt 35

4 ~ Linux Kernel Capabilities.........cccuiieiiiiiieiiiiieeiieceee ettt e ssee e re e s ee e s aaeesaaeesavaeeeae s 36

5 ~ Other Kernel Security FEAtUIes.........ccceecveeiierieirieeieeiteeieeseesieesiee et eseesteeseeesaesssaesaseenaee s 37

B N T ettt ettt ettt et n et et e et et et et et et et eae et ene et ete e eneeaeeaeeneeaeareeeeaneanan 37
U~ Docker S — WTCEI B FRE N docker (FEHFIEAIMRIRI) oo 38
1 B AOCKET ...ttt sttt s st na e s s ss s s e st s et eaeans 38
2~ MR RGEBIE 1 IMABE BB ettt 38
B BT B oottt 38
A~ FERE G LAT ~ T B IMAGES. .ot 39
+ ~ Docker SE%--7F Docker {5 F Supervisor BB B ..., 42
1> AOCKETTILO. ...ttt sttt a ettt et ae et s e e bt e e neeens 42
2~ SUPEIVISOL FIL B S TR Z ottt ettt n e 43

B I T 1 ettt e 43

4 ~ A] LUE XA 7 A QIR — D B ssh IRGT MM image......ovveveeveieeeeeeeee e 43
= Docker SR — A7 tomcat/weblogic ZERE . ...t 44
1 ZEZELOMCAL FEMG ettt ettt 44
2~ ZEE WEDLOGIC TR vttt 45

3 ~ tomcat/weblogic FRRAIIE FH ..ottt 45
IYTFRBEHEF oottt 45
2)tomcat F1 weblogic ZEEEHTTEH M. .. ..ot 45

T ~ Docker St —Z G ENLZ BN EER (RBEAMREEEMET) e, 47
LS FHFNE sttt 48

S UDUNLU ZRI ettt 48

+ = ~ Docker Sfi%--F1/INMENE docker FREEFE T ...t 50
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Docker 2> Fif-v1.0
— ~ N2 EFEH docker?

1~ RERMNNMARF
o FFEEGEA—AFREL image FATRIFR AR, FRTAL I, RO AT AL A
B

* docker FJIBREGIEA R, HREERNAREF, LB NEIRETR, ERIAFRIH bR ER S
BRAE AR P2 fn (e] BN TARRY

* docker ZasfREL! MR AARAIEBIS FLERFPRAT, TTLTT& ~ Wik ~ FRZ AT E]

2~ BRZEREBNY R
+ docker 23 T UVE /LT FRATHIERBEAET, WAL - BERINL - A - A2 ~ A AR » 5
QA A

* docker HRHAMEL TG, XHEH A LUE— M AP N —Fa B A1 -

3~ WERER

* docker s N7 E hypervisor, A& NZHEHIEIL o

4~ REHEZHLERE E W BNEHE

o EHEATE/AVNOHBER R DU LUE B RVRR B A RORT TAE o
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— ~ Docker B{E R 551

docker f# H C/S ZE#5, docker daemon 1E} server W% client FUiEK, FHa03 (QI# ~ 3247 ~
SRR MATRI LU TE—MLEs L, il sockerts 8¢ RESTful APIiE(E °

Docker Daemon

Docker Client Container 1

docker pull
< > Container 2

docker run

docker .. _
Container 3

Container ...

Docker Index

Docker daemon — % 7£fE £ FHE G117, A client 17 E#ER daemon %2 5. < Docker client
LR G bin ir & R ERE, A docker @4 3R docker daemon %2 5. ©

1 ~ Docker H N R4 {4

docker B =N &AM
* docker images

* docker registries

* docker containers

Docker images

docker images #t/&— > HELAOMENR » Fuin: — image 7 LI & — ubuntu FHRIERSY, HEHEZET
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apache F /R T E M FFREF o images 7] LAAI>E A% docker containers, docker $&fit T — MR & HLAY
HLHIK 0% images 5% & B HIA R images, (REZE AT DIE N E M AFL R T #—1 2248 images

Docker registries

Docker registries 7 docker &%, ©HAH CEME GE 2 B, MIT# A LUASRLER BT
# images - ARV WA Docker Hub « B4t T —1~E K#Y image FERT AR N8, IRt F] LIAEH
CHIREMAE—EH R E G -

Docker containers

Docker containers t11 docker 2%, 7742 M image % Q&Y o E R LIS EH ~ JFIE ~ 518 ~ B -
BRI EMHERER ~ LEHFE -

2 ~ Docker image F) T{EJR
B docker VAR L Z kKA, docker f#H union file systems X LR [H/Z 25 A2 — 4
image % ©

AUFS (AnotherUnionFS) &—# Union FS, & #R UL E LR AFE B FHEEE FE— A ElscH
Z%i N (unite several directories into a single virtual filesystem)ft 4 R %5, it —FH0Hf#E, AUFS
SRR H SR(ZA Git Branch)i#% € readonly ~ readwrite 1 whiteout-able #{f&, Fif AUFS
BHAE R EORES, X readonly AR branch 7] LLZEE F#F B (Y &, R0 readonly
Eh453HY) < @ Union FS AW AHE, —J7 /] LSSIUAER) LVM ~ RAID K £ disk # 2[R —1H
KR, B—AFH A &% — readonly A9 branch fl—~ writeable #J branch Bt &7 —#E, Live
CD [ER2ETHAFE AT OS image ANEZEREA b A A EHE BT — S E#4E - Docker 7£
AUFS %K) container image tH1E &

3 ~ Docker G &

docker & FEORAF A0 images, XA 10IE T B Cf) image Z [ HA 15U AT U A push fip 2K
ELERAERERLECRE, X TIRELE RIS —E L8 X image BHE, AFEMNEZE L pull
NRBERTLAT o

4 ~ Docker & 2%
2 {13247 docker run -i -t ubuntu /bin/bash 40}, docker 7£/5 & BFTHIEREW R :

o WARZAMA ubuntu )X image BN ERIER RS, TNINAE GFE F#E
e M image BIEE&A RS

o SRS, HAE R image EAMNEEE—E A EEHZ

o MEFEEHEERMHEDHHE - EMEOR AR £
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o MMHEMECE — 1 ip Hhk AR
s BUTIRIEEMREF, fEXEEsh—1/bin/bash i
o -i-t FERERIER A H

5 -~ Docker [ EEF A

docker FEZH 2 MZOHAR 55l & Namespaces 1 Control groups

LIRS H InfoQ Docker, H 1.20 M 46 docker B4 M Ixe, A FHEAINEXT TH# docker
BRARRHEL -

1)pid namespace
AN YRR 208 pid namespace PR ES Y, H AR namespace H R LA AHE] pid o FrEHY

LXC #7E docker HHIAL#HHEH docker #7#%, &> Ixc # 12 B AR [FHY namespace ° [FII BT R vFik
2, Fi AT LMRITERISEIE Docker in Docker e

2) net namespace

BT pid namespace, %> namespace H'f" pid BefEAHEFEE, (H72 R4 D & = host A%
[} 44 B 5 235 net namespace SEEIAY, 1 net namespace 37 network devices, IP
addresses, IP routing tables, /proc/net H 3k ° iX#%& 1> container £/ 4% HERE & 7FK o docker ERIAR
H veth (1975 204 container H U -~ [F] host _E#Y—* docker bridge: docker0 sEH7E—E °

3) ipc namespace

container F1#FEAE B34 2% A linux & WA FEA] ¢ B 75 % (interprocess communication - IPC),
BIEE WAES & ~ VHRBAFIFIEZ N - SRMFE VM RFEAE, container AU FE ]2 B SEFR Fif &
host |- B A #[F] pid namespace F AR E R B, Kt FEAE [PC BFEHER 1A namespace 58 -
B4 IPC BFA—ME—H#Y 32 £ ID °

4) mnt namespace

R chroot, R —M#REHEI—MEERY H X 4T - mnt namespace 7.1\ [7] namespace Hi#FEE
BN ANR], X R namespace HRIFHARFTE RIS H XEFRE T T < [F chroot AN,

1> namespace H'fY container 7£/proc/mounts {5 /5 - % Fr7E namespace [ mount point e
5) uts namespace

UTS("UNIX Time-sharing System') namespace 7.5~ container #5737 ) hostname # domain
name, fEHAER L% b AT AR E— M2/ S 4F Host ERY— iR o

6) user namespace

1> container 7] LUE MR user 1 group id, tHik& ViR LAE container A A container ERHY
R P HATREF T AE Host ERYA - -

Control groups == 2 A RF&E & A g A1 EEA IR A -
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= ~ Docker &3
BT WG A& linux Z1TRRADZSETER, X E#S T centos Fl ubuntu f7Z¢5 ©

1 ~ ubuntul4.04 %3 docker

AR GEHIRIE RS B 6% docker | (M LIIAIINE, ZERAIMRASZ 0.9.1 (AL, 9 1.0
EFRACEAA, TENETRITE)

WNR B EERH docker WA, FB 4 75 E474E https Y ##

$
$

XL ERGEE T

2 ~ ubuntul2.04 &3 docker
A1 R AU ubuntu

$
$

#
$
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3 ~ centos6\7 & ¥ %3 docker
{# F EPEL ¥4 % 7] L2223 docker, RS JATE centos6 LG

152 centos6

H BTN 2L LT
centos7 EFELIEF A LLT
W Z B RS AELE docker sX MM, HIFAMREX M, —1ZIHIE
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'Y ~ Docker image /48

FEZHIHIAH, FA 140 docker images & docker B = K> — °

docker 1) MY images f#(#& £ docker 41 F, 1R — image ANEFEHL L, docker & \—" 5
BEETE, RIAWEREZ DOCKER HUB A GJE -

B R RBN B £ % T docker images FINEY, H1E:
o [FAMEEAH AL LA images
o fE— ALY images
» _[f%images %/ docker hub (/A3 images &%)
o FIHAMENL D EFIER images
fiH docker images Z/RANL -#Y images

REPOSITORY TAG IMAGEID CREATED VIRTUAL SIZE

training/webapp latest fc77f57ad303 3 weeks ago 280.5 MB

13.10 5e019ab7bf6d 4 weeks ago 180 MB
saucy 5e019ab7bf6d 4 weeks ago 180 MB
12.04 74fe38d11401 4 weeks ago 209.6 MB
precise 74fe38d11401 4 weeks ago 209.6 MB
12.10 a7cf8ae4e998 4 weeks ago 171.3 MB
quantal a7cf8ae4e998 4 weeks ago 171.3 MB
14.04 99ec81b80c55 4 weeks ago 266 MB
latest 99ec81b80c55 4 weeks ago 266 MB
trusty 99ec81b80c55 4 weeks ago 266 MB
13.04 316b678ddf48 4 weeks ago 169.4 MB
raring 316b678ddf48 4 weeks ago 169.4 MB
10.04 3db9c44f4520 4 weeks ago 183 MB

lucid 3db9c44f4520 4 weeks ago 183 MB

BERATBEh—MEHIX T image A2 #ET, docker 2 M docker hub F#E » #Z£5| Hifg B, A
ALIEEI 3 MEEER
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« SEETFWAGE. HATubuntu
. mage KIFFIT, HAl 14.04
- EWIDE

— R BEH —1 images FIER A 1FRR, Ebalubuntu, fBfi15 10.04 12.04 12.10 13.04 14.04,
BAEITHREOPRCERANFE, AT LA H tag a4 ok $57E images

i | —~ images IFRCRE B A 4R

$

WRARANTE € BARRI A ATRR, ELan{f# A ubuntu, FP4 docker £ F &8 % 1Thi ubuntu: latest
Fo: BIRIFIFELITIR, REXERA 7] LU (R ELE (€71 image Z#H51

1 ~ 3RH images
FATan T RBUHT ) images WB? M A 1S oA S F HET image NEAM ENL LR, docker 2 HENT
el ] o SXARFERT, FATATLAGE A docker pull A4 &5 I 1752/ image o N E G F FE—1

centos Hifg °
$
Pulling repository centos
b7de3133ff98: Pulling dependent layers
5cc9e91966f7: Pulling fs layer

511136ea3c5a: Download complete

ef52fb1fe610: Download complete

HATATLIE £ N 8 image AUE— 2K, XEEA AT RXD image RFSA RV, EHi
PSRBT -

bash-4.1#

2 ~ &k images

docker {)— "M SRR 2 AR & FORFEIRY B A1 T & PR E ) images o BEA &S HE2T
docker hub #H 7% £, 318 D7 docker hub AR5 R EHEA] © i H docker search g4 o b,
LA TR HIPATE Z ruby #1 sinatra 1E7 web S HFEFRIFF &R, F4114# H docker search SRR &3&HY
image, fffH X~ sinatra
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DESCRIPTION STARS OFFICIAL

training/sinatra Sinatra training image [OK]

marceldegraaf/sinatra Sinatra test app

0

0
mattwarren/docker-sinatra-demo 0 [OK]
luisbebop/docker-sinatra-hello-world 0 [OK]
bmorearty/handson-sinatra handson-ruby + Sinatra for Hands on with D... 0

0

0

BAVEFLRE TR Z 7 sinatra [ images  HH 3% image 4 F ~ #iitt ~ 22¢ (58/~1% image Y
ZHCOREE) ~ BEETOE - 2% Al o HJ7H) images J& stackbrew i H 25 81 i FI4ESHY
autimated BFR 2 F/RIGIE image FASRIRAINZ

IAEFA T 22 T 7] A images,  JFRAE {# ] training/sinatra #if% - FIH AT AL, FATEFT 2
M images B o FAl ubuntu, BRI EEMBIIARER o X LLEEAMEI R 2 docker 2~ R GIEE ~ BIE ~ STHFF
Fft o AT TR A — D B R BT T o

WA —FRRE, EINFf TR training/sinatra #ifR o ‘B /& H docker M P A FF4ETTHY, IRAT LA
il F5 7€ image 2 FHIUBIZRTEEMAT], HLAN training °

3~ T #; images
MAEFA T8 E T —1 image, training/sinatra, 17T LA docker pull fr4% FEE

$

root@a8cb6ce02d85:/#

4~ B2 AT E CH images

BIANRIERBRLE, EAEEEIHANT o AT IS A — L2202, F 2 M FiE:
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1)E—NFE: f#H docker commit £ B— image
Jeff H image BEAdr, HHEIRCERENFN image °

$
root@0b2616b0e5a8:/#

VER: ICAEREHIID , BEHITTSAE

root@0b2616b0e5a8:/#

SR, A exit FoRH, BIERNTR S D382 T, £/ docker commint #7<
HKIETAHBIAIRIA o

$

4£177bd27a9ff0f6dc2a830403925b5360bfe0b93d476f7fc3231110e7f71b1c
-m RIGERCHEE, RIATEHARRAZESH TR —H -

-a ] DR A TE#THY P B e e JATZNRA 23 ID AR QU2 HATIREIA, £J5157%E H 7 image
DRSS

XA FEE, FATHEE T — 8 AF, ouruser, {7 sinatra ffJ image, #5481 image #
PR v2 e

f# H docker images K& % T fi 161 AY#T image °
$
REPOSITORY TAG IMAGEID CREATED  VIRTUAL SIZE
training/sinatra latest 5bc342fa0b91 10 hours ago 446.7 MB
ouruser/sinatra v2  3c59e02dddla 10 hours ago 446.7 MB

ouruser/sinatra latest 5db5f8471261 10 hours ago 446.7 MB

$
root@78e82{680994:/#

2)% I M dockerfile EB1#E image

f# 1 docker commit ¥ —> image WAH H, EHEAESHE—THEAH =T o Fli 1EH
docker build K A& —1#HT image © A, AT EOE—" dockerfile, & —Lunf Ol HA 1/

image fJTE<

WA, FARAIE— B FHM—1 dockerfile
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B—RAEE A —1> image AUFTHY—/Z, N2 — PR EAYHI £

# This is a comment
FROM ubuntu:14.04
MAINTAINER Kate Smith <ksmith@example.com>
RUN apt-get -qq update
RUN apt-get -qqy install ruby ruby-dev
RUN gem install sinatra

o [ER#HRITRE

*  FROM 54 %1k docker fif FHJF image %,

s BEAEPENGEE

o FJE, BANFEET 3% run 8% - B—% run I8 7F image HUT—% @<, UL —1MEIHFE,

TEX BIA T F apt RZE T — L8
WTE, AR docker build SEiEi dockerfile f]% image

$
Uploading context 2.56 kB
Uploading context
Step 0 : FROM ubuntu:14.04

--->99ec81b80c55
Step 1 : MAINTAINER Kate Smith <ksmith@example.com>

---> Running in 7c5664a8a0cl

---> 2fa8cade2al3

Removing intermediate container 7c5664a8a0c1

Step 2 : RUN apt-get -qq update

---> Running in b07cc3fb4256
--->50d21070ecOc

Removing intermediate container b07cc3fb4256
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Step 3 : RUN apt-get -qqy install ruby ruby-dev

---> Running in a5b038dd127e
Selecting previously unselected package libasan0:amd64.
(Reading database ... 11518 files and directories currently installed.)
Preparing to unpack .../libasan0_4.8.2-19ubuntul_amd64.deb ...
Setting up ruby (1:1.9.3.4) ...
Setting up ruby1.9.1 (1.9.3.484-2ubuntul) ...
Processing triggers for libc-bin (2.19-Oubuntu6) ...

---> 2acb20£17878
Removing intermediate container a5b038dd127e
Step 4 : RUN gem install sinatra

---> Running in 5e9d0065c1{7

Successfully installed rack-protection-1.5.3

Successfully installed sinatra-1.4.5

4 gems installed

---> 324104cdebad

Removing intermediate container 5e9d0065c1f7

Successfully built 324104cde6ad
i -t PRiCAAEEFTHY image RIH P 5 B AT <
T SkFeH dockerfile (AL & 7E 2 A H 5%
TER: Rt A] L{5E—7 dockfile A9E51%

HATATLUE 2 build HRRAERITIRIE - EEHIVE —FHFBPE %X dockfile N7, ENATH
AU BRI AR EARIE E R T -

e, HATEE dockfile FHIFE LW —F—FKHIHAT - B—BAQRE T — i RR:, AT
FTHR IR IR 2 B4R #Y docker commit —#F o HFTERIESH TR E, RET—1
image id, FFHFTA BRI BET R A AR # GO PR AR T o

B — 7 image 1EEEE 127 )Z
NIATH R images J /5 A48
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root@8196968dac35:/#

$

$
REPOSITORY TAG [IMAGEID CREATED VIRTUAL SIZE
ouruser/sinatra  latest 5db5f8471261 11 hours ago 446.7 MB
ouruser/sinatra  devel 5db5f8471261 11 hours ago 446.7 MB
ouruser/sinatra v2  5db5f8471261 11 hours ago 446.7 MB

5 ~ {# F docker push 1% images

$

The push refers to a repository [ouruser/sinatra] (len: 1)

S

6 ~ F dcoker rmi BB 4 H# images

Untagged: training/sinatra:latest

Deleted: 5bc342fa0b91cabf65246837015197eecfa24b2213ed6a51a8974ae250fedd8d

Deleted: edOfffdcdae5eb2c3a55549857a8be7fc8bc4241fb19ad714364cbfd7a56b22f

Deleted: 5¢58979d73ae448df5af1d8142436d81116187a7633082650549¢52c3a2418f0
JEE: MG images 2 FIESE/H docker rm MFE KRG FiX 1 images HI754%
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7 ~ Docker FHIPILE A48
1 ~ ¥ O Bk gt

H3AEH-P PRk, docker ZBEHLEBRS —1> 49000 £ 49900 i 2 N HRA g s L

$

$

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES

bc533791£3f5 training/webapp:latest python app.py 5 seconds ago Up 2 seconds 0.0.0.0:49155-
>5000/tcp nostalgic_morse

$
127.0.0.1:49155.
o B HECHINESRILF ip HisiF (1€/F docker inspect A LIFKIR BB E, docker iF A LIF
— A B HIBELE o)
©  -p FRID A LIZ IR RLSEZE 3 1
ban:
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2 ~ docker F YA #8 B EX-linking &R5E

docker 5— linking REi] LLUEEZ M8  ES QRN T RER, KA LB 2 FrikFm
TARBRIER -
VEBRHWE RS

linking AZIRA AL MARIAT o« AHNTOERARNIRAE, RGEIREEIL OB — AT o R
WA LI Cokm A A gy, XA 2 Dt

o HIMTHCIEEAMRE, WEHIC, Ha—"1 web N AHHATA LG E#- 4 web
o HMNELEEREAMASENRGE, FJLMEN—TERHNSE A, HWIER web 435 db a8

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS

NAMES

aed84ee21bde training/webapp:latest python app.py 12 hours ago Up 2 seconds 0.0.0.0:49154-

TER: BasHIE R EME—RY o YRR T — 11 web #9255, 2 1FZERIKEH web X1 EFAIHT
1%, 177 Z/ docker rm FMbr 2 G HI 7 4:, 14 AT LIAHITT docker run AIAS 1 Ji1—rm FRiCHZ 1L
BRI % sz, FMER, rm Fi-d ZECETFEHT -

2) %5 #n HLEX
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--link FRiCAIFEE: --link name:alias, name S AT EHEIRAIAZSAIA TR, alias X MERAH| 4 ©

$

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

349169744e49 training/postgres:latest su postgres -c '/usr About a minute ago Up About a minute
5432/tcp db, web/db

aed84ee21bde training/webapp:latest python app.py 16 hours ago Up 2 minutes
0.0.0.0:49154->5000/tcp web

BT LB R R i & 10% %, db flweb, db Z&#3# names %H db 1 web/db ° iX3E’R web %4
2R db 8%, MATE— DT RA o« XM link F, 2 MNEEFA XX FHE A o docker 75 2
AesZ QT —D2aiEsE, 1HEH A BT O 2078 £ EHLE - 72530 db A g R B A
F-p #1-P #RiC o A link Z JERATBELAT A BB AR s D B W4 L o

docker it 2 ML T R AN R R NITEEFEE.:

o T E

e H¥/etc/hosts 4

DB_NAME=/web2/db
DB_PORT=tcp://172.17.0.5:5432

DB_PORT_5000_TCP=tcp://172.17.0.5:5432

DB_PORT_5000_TCP_PROTO=tcp

DB_PORT_5000_TCP_PORT=5432
DB_PORT_5000_TCP_ADDR=172.17.0.5
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172.17.0.7 aedB84ee2lbde

root@aed84ee21bde:/opt/webapp#
root@aed84ee21bde:/opt/webapp#

PING db (172.17.0.5): 48 data bytes

56 bytes from 172.17.0.5: icmp_seq=0 ttI=64 time=0.267 ms

56 bytes from 172.17.0.5: icmp_seq=1 ttI=64 time=0.250 ms

56 bytes from 172.17.0.5: icmp_seq=2 ttI=64 time=0.256 ms

R 7 ubuntu SHEEANE %% ping
PR IR S TABEINAS, WATRATT LSS web Bl db 285 I -
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75 ~ docker B M4 ECE

% docker EEIN, 2TEFML L OIE— dockerO AUEEFL K - fBEHL kL RFC1918 FAA M45 Y
—BUtib4s dockerO © H4N 172.17.42.1/16,16 SZARSHI BT LUAIA 65534 ik a] LIGEAT, X% 3=
UM AR R UL LB T

LB AFEN Y docker HIFRITAHLE, —MIGH T IFIFEHEX L 7] LUf# docker IE# LAE °
T HEAI I E RIS EE B B LA o

docker0 REMHHIMF, M RIFHEI MM FRBIREF, 28R CAREAEIEE - %40
1 docker SN, EROET —PRHED, AR QLR AMEON, B4 BB
SRR, I RYME R WA ED o BRI AR PR AE R ethd, T

EHRH S TEE— M08 F, HA vethAQIRQT SORIIA S, SXFIEN & %R F AL fr & 25 A o o
A7) veth* A 0 45 £ H7:5) docker0, 3XBE docker B QIR T 72 EHUAIFT A 7538 2 11— 4B 2 2260

th o

BN RAE BN B — 59 docker T IR EHIFCE o linux AR A B HEE ~ 1A FE
FEF M docker BRIAFI LS E -

1~ REBETEE
T R/ docker [LHIXAI A4 TI%, BT LULHEREITENE S  Hom & EIAE
7 docker H 45 R BHORT A T LT, T ELRED EA -

« -b BRIDGE or --bridge=BRIDGE — i &
* --bip=CIDR — &l docker0 4

* -H SOCKET... or --host=SOCKET... — E#1f docker MIL~i#E>£3ZUX run container stop
container ;IXHEHYAF 4, 8,2 docker api HIHBE
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* --icc=true|false — & N A% Z AIREF

» --ip-forward=true|false — 15E& 37 # 2 A ETE
» --iptables=true|false — 5%& T X &#F Z [HIHE(F

* --mtu=BYTES —i&%& & docker0

N 2 A LAZE docker ARSS S 50N docker run HUTHIRHETEE, RS BB B €4 h
docker run % EEIAE, docker run J5HETEE A LAE SENNE o

¢ —dns=IP_ADDRESS... — & N dns it &
e —-dns-search=DOMAIN... — iE& F X dns il &

25X kT R A 7E docker run JEHUT, FENE ZBENASRIVFENE

* -h HOSTNAME or --hostname=HOSTNAME — F=#L& il &
e --link=CONTAINER_NAME:ALIAS — link &%

* --net=bridge|none|container:NAME_or_ID|host — /i L &

* -p SPEC or --publish=SPEC — R 75 g [0 2| 75 £ EH

* -P or --publish-all=true|false — B 575255t 1 25 £ FAL

2 ~ Bii & DNS
docker % EHl hE— A4 EHl image, & /B 4RMAZRIENAF dns FLEVE? RIEE A
FHL AT 3 LR SR S AR AIX 3 3, TEA A F mount fi &R LIE R

/dev/disk/by-uuid/1fec...ebdf on /etc/hostname type ext4 ...
/dev/disk/by-uuid/1fec...ebdf on /etc/hosts type ext4 ...

tmpfs on /etc/resolv.conf type tmpfs ...

XL AT LOETE ZEVL dhep #¥rdns (B85, 5 EHEHFTE docker 451 dns BCE - MR ERSF
docker XL AEREREAE, IRAT DU # A g FHOXLEECE S, SRR 6EH N A ATORECE A -

L E A 4% dns FRFHITTIE
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-h HOSTNAME or --hostname=HOSTNAME

FEAMENA, B 52 /etc/hostname, /etc/hosts FF Y ip Hikik B 205 a0 ECAY ip ik,
7£/bin/bash H B R1ZEW4 o (HER2TE docker ps F1 57, WASTEHMAZ 25 /etc/hosts 1 EIR o

--link=CONTAINER_NAME:ALIAS

XGRS AR QIR A g AR I — 1> Hfh 248 CONTAINE_NAME #3414 #/etc/hosts S,
LA AR PERR AT LLBE A 0145 ALIAS Bl BUERRE o --link=27E 2 87 Z A HUIE (5 4RI N 48

--dns=IP_ADDRESS

N dns AR 5585 8125 #s /etc/resolv,conf 1, 1R 88 FIX ip Ml R AEAT AT A 78 /etc/hosts H1 (Y=
W4

--dns-search=DOMAIN
WEAMPERE, e RN .example.com I, S7E#ZR—> host FHL&K, dns NMUIER

host, i£4:#% host.example.com

HEE: WRIZH LRG 2 Tk, docker 2/ W L/ etc/resolv.conf KA E# 7, EE&#IAL
E o

3~ AaxZ [HHERE
Sl 2 BB FATRIER, ERERGEE, TUAT 3 MRE.

LR FRFNE GBS 4% 02 Bk docker 2K T HIZ #7172 51] docker0 ;X K2
HEGREIEE o BARTNG AR5 RSO PR 4 -

o EHEREHEIip %L, ip_forward ZE0Ch 1 BIEHER] SRHEEROEL < B@FIRAFERN
docker %€ --ip-forward=true,docker W& 7E k555 BhAUA &% € ip_forward 2% 1 - T HE
EFIREHFTEREZS RN -

*  {RHY iptables & & VX SRAFIRIERE M E Y 2 docker 1% E--iptables=false i}, docker A~
S IAF R Y iptables %€, EHMIE & TE--icc=true FIBT AT — 45 BRI ACCEPT 5RH% %]
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FORWARD %, *i—icc=false i}, K#%% DROP ° JLF-FrE M A& £ FFE ip_forward /3 H
AR ERLAE o (HEREN icc-true FLE & — MRHE & o XFE iptable 5t AT LARR 1EH g B gy
A E FE EVLAE R I DRG] o

Y RGEFEE ZERIRE --icc=false J5, MARFRA LN EEFE?

% Z i E--link=CONTAINER_NAME:ALIAS %5, 7£2 BiAY dns RS51&E e KT o W
docker {# ] icc=false and --iptables=true 2 2%k, = docker run {# fj--link=1%741f, docker 275 2
MR aRAE iptable 12 E—% ACCEPT #UNJ, FFtism LV BGR 5 dockerfile 189 EXPOSE 17, 1#ML58
HE o

JE&: --link= #15 CONTAINER_NAME 27742 H 54 ik docker 4 F [ 4 stupefied_pare, Et
FIRfH--name SEIEERTE T, FPLETE--link FASHIRF] o

AT A FH iptables i< ok 102 FORWARD %% ACCEPT 142 DROP

Chain FORWARD (policy ACCEPT)
prot opt source destination

all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- 172.17.0.2 172.17.0.3 tcp spt:80
ACCEPT tcp -- 172.17.0.3 172.17.0.2 tcp dpt:80
DROP  all -- 0.0.0.0/0 0.0.0.0/0
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4 ~ B — 2 et vm O 28 £ £

BINBOUT, 525 0] DU BN IS R, (HARIMRINS TIE R R 588 o Fra 2I/MEBIEE:,
PR IEAT S0 P 25 T =5 = ALY ip Hbdik, iptables A masquerading SEAfEX— &,

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

MASQUERADE all -- 172.17.0.0/16 1172.17.0.0/16

YARA BB B NRIE RN, RTFEAE docker run FUTHIRBEELTE RE XS RO, 8 AR FANE
T 2875k

* {87E-P --publish-all=true|false 1% 2Bt dockerfile H expose FIFT A 1, FA/LuG O 7E
49000-49900 FEAHLHkIE o L IRAY A Ib— 12 de 75 B4 31X o g, ARATTHE o

e 18%-p SPEC =ill] --publish=SPEC, ] LA$§ & F &3 1 M E ML G 72588 P36
NE R BSFRIME, URALLEL & iptable A nat R WER docker 7E W4 Z M T (T AHRAE -

Chain DOCKER (2 references)
prot opt source destination

tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:49153 t0:172.17.0.2:80

Chain DOCKER (2 references)

prot opt source destination

p -- 0.0.0.0/0 0.0.0.0/0 dpt:80 t0:172.17.0.2:80
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o XEEZF) docker H5T T 0.0.0.0. EFEZEN LRI EEEO ML o 7] LG -p
IP:host_port:container_port B;Jlf -p IP::port FIEELH LA ip ~ BLO, H#IEE ™ FEHTHN

o IRIRFEKABCERIEN TN ip #iht, WL £ dcoker BLE H 48 %E--ip=IP_ADDRESS. i3
HEMRS -

5 ~ €| docker0

docker fRZ5BIA S 01— docker0 #11, E7E linux NZEHEEFTAYHEERE MR, XH0R A
AR A AN O] R — B R 4%

Docker 55 T docker0 #Y ip #idb Al R#RS, 1k EAUFIA & 2 (8] F] DUl A ELETE . Bkt
T MTU-# M eI KGR T, 8% /& 1500bytes 8ifE 3= EHL L8 #E i B SCRFRIBOAME, X
2 PR BAEARSS R BRI IR AC A -

* --bip=CIDR — 192.168.1.5/24.ip #ihtIn#Ers {5 A X Fhig =t
 -—-mtu=BYTES — &2 IAH docker mtu it &
PRAT LAZERC B S Ad B DOCKER_OPTS, K5 B8 SR MU2R X 55K o

$

bridge name  bridge id STP enabled interfaces

docker0 8000.3a1d7362b4ee no veth65f9
vethdda6

docker0 M1 i% B S TEBIKAIEF A SRR EHEH o docker M AT FH R HIHE B it — 2 R HY ip
HHEA 7250 ethO 3 1, 7 RIS (3 A RHF dockerO FUBCE , docker AL B AT ip VBN A2 R 5
=

$
$

24: eth0: <BROADCAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen
1000

link/ether 32:6f:e0:35:57:91 brd ff:ff: ff: ff: ff: ff

inet 172.17.0.3/16 scope global ethO
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valid_lft forever preferred_lft forever

inet6 fe80::306f:e0ff:fe35:5791/64 scope link

valid_Ift forever preferred_lIft forever
$
default via 172.17.42.1 dev ethO
172.17.0.0/16 dev ethO proto kernel scope link src 172.17.0.3
$
BEAEIROFEEEN E%E ip_forward 2500 1, E XN T -

6 ~ B H CHINTE
A BR L B EAO LR, LR docker IR HIITIE, (£ -b BRIDGE or

--bridge=BRIDGE > 1/ docker {# F{REIFHT o 2a0RARSS ELR3N, HRIMTHLEE A+, AFEL
FiEkss, HEMIERIARIRIGT

$
RIETETFEIRSS BT, BIEIRE CRERNMEHED, XEE — D MRECE.:

4: bridge0: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state UP group default

link/ether 66:38:d0:0d:76:18 brd ff:ff:ff:ff.ff: ff
inet 192.168.5.1/24 scope global bridge0

valid_lft forever preferred_lft forever
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docker k55 E BT H A E R AR ENFRIMNE, FiE— 1 2aes, (RESERNEN ip 211 ERH ip
BZ, docker 2 HEWEGMEIE o A bretl show 7] LIE 2178488 shak M5 155 M IIEC B 250, FEA#RHH
Mipa #ipr R&E ip MltECEMBEFESE -

7 ~ Docker W1 EE B 757

L FAT BB — L EL R RR

HLARTE B — DR DR AR MR SRR, B E O LA A iR Lt ik B » 3X LAY R 48 4% 01
ATUAEYERED » 550 F, A linxu Hlas B9 lo BAEHEC (docker BeshA) B — 1 5Ean
linux NZREIED, EEEE 4R % A TR BRI AFT - docker LEfid 3= =R 7248 6 F 47
FREG R RGBS B (E R 2 %P “peers”, M TFEEN LN T ERAE —#E, FrUREBAHEER - QI
AR &, BIE AT -

docker Bl ZRATSEEUTT
o flE—XERED

o HAEFEFN—uwEH D& F I veth65f9, b &AE—iY, 755 —umF 2 I B8 dockerO, 5§,
HERIEERIFEMF -

o EHLEAY veth65f9 Xz TR ZI5ETHY B2 g T B 44 FRIE 2 eth0,7E 241X 1>F& B HY network
namespace ', ‘EREM—H, A&HHEMBEOZFHEHR

o ENUEER R B I B R — 23 R B hE2A ethO (6, FR @ BRIABE B M R o

o ERUXHZ R, AEREAT LUE X ethO R UL R 1 HL M A g AN EL A ) 2% o

IR T LUR RS 8 B REE IS 4L, 7E docker run FIB (£ FI--net, BH 4 TS
--net=bridge — .EXIA %2 F] docker0 Fi#F

--net=host — /s docker N ER A a5 i S PE 25 A PI L& R o WA B, 35X 50 2 1f docker
NEFA NG RERELER H ORI RS ~ HRESERFIGRER S o (B4 H ip addr 743X
FEAT 2L AT DLAIE SEFR LA F RO 252840 FF1 docker T8 EHLI— RO LS00, A 2B EE
ML RIAR o« BART AT ENICE VBRI, FRIE--privileged=true — [H 2775 12
Al DAR At root SRR — £ AT DUTHHREL A 0, 7] LAV [RIACHE I 28 iR 25 4 D-bus, 38 7] ALEZS 254
—HWEAAEIEE, aEEFENL, X SRR R Z IR N |
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--net=container:NAME_or_ID — +51ff docker ¥ #i &8 HH R A — 1 B AL A an I P 44 HE
B, FIAIRETE N ERS ~ #REFIEMTERS, HTSMIN CEFENRRILEip #
HEFISR T, MAT] 2 TRI R T L ER R  CEfE o

--net=none — 1 docker FFi A g5 E B AN HERH, (HEANZERLE TR LSS, KT
vmware [ host-only © iX 7] DULE/ROIEAEA B E LAIECE, A30EE—BOR A ] -

THEETEE— L --net=none 33 A 2%, FMIEFBRLE —FEEFHBINERNR - RNA
docker 2T EER AR HH o

21: dockerO: ...

inet 172.17.42.1/16 scope global dockerQ
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Y kiRt shell /5, docker {488, Zanh ethO BE /4514 25 A — R, A O EIIMN
docker0 BUHTEA - AHAHEAM TS, FrE R EGHS B T !

¥ & ip netns exec 4, TR LLEFATE root —FEALE W4 fiy 44 23 8] o (HAEA SR NETCIEE A,
NG— %4 5K0%, docker FR#IZA A ATRECE B CAIM 4 o 8 ip netns exec A] LALLFA TN E --
privileged=true it °] L 5¢ A — L4 AT REAT RSB AU HRIE o

8 ~ TRAMRH

FENE E LEIRTDZHT, IR B2 0 — LR AR T E AN F]  RR
https://github.com/jpetazzo/pipework
Jérome Petazzoni 87 T —/M1Y pipework 9 shell BIZA R #5 Bh A 176 B 248935 5 o 58 B 452 432
https://github.com/brandon-rhodes/fopnp/tree/m/playground

Brandon Rhodes & T — 5281 docker & #s W454h+h, & nat BiksE, IRSS €3 HTTP, SMTP,
POP, IMAP, Telnet, SSH, and FTP:

TRMEHARM <RI Z8E 2HEH AL -

9~ BIR— P REIRERE
B\ docker 45 T A8 E B 5] docker0 $EELHMEIIT, fivt T DL F £ GIREAORIRE o (240
SLRIEEE 2 KA A B I DUBFESS , TP A B o -

fERIIEARTI . B —WHED, 182 PESNEXINEO T, IERA R R BRI « X 2 A
P IEROEE T - BEW T

$
root@1f1f4c1f931a:/#
$

root@12e343489d2f:/#
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AR 2 DA SR DU E ping 38, FFAIEILERE » A8 S BERANT T AT A, (88 ip
route A ip LB FERERIMILEIE -

IR FF I A7 BN A o B TE--net=none B & i 21 s HE R -

WA= DESEOE D HIREVLERIAER, FRIFERIRTER, IR LU --icc=false SKFR
EHLEHLERE -
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-+ ~ Docker $iEEH#H
X—ES AU LE docker HERLL R A # Z A BR &R
TR o P ERER 2 D EE T
* Data volumes

¢ Data volume containers.

1 ~ Data volumes #E 5
HHR 1 UFS SO BRG0% T R IOREEIR B R, 57T DURBER S8 R I
o BURETTLIEAE Y I AR
G R oE e A
o HIREFHUREPIORIRION 1, T2 S image
s BRHFEERIBE R R b]
)EHIM— RS

7£H docker run & IRE, F H-v FRCREIT— MRS o £ — IR run 2R AR LAIFEE L
BRE, THINE 152 web Az L o

7EE: A L7 dockerfile F1&€ /7 volume S I— 1B & Z 1~ FiHIEEIH % image 0@ E LA

2y H— N EN B RENEIESE
PV FREHL AT LU — /LA B SRS Ao

/L& dockerfile FIEFEH, EFIRIERZHIXAFEELIET—FE, PTLIT—E&ErEHILHL -
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)EH—NMEEEIHEN RS

EE: RELAFHEEH VI 86 sed —-in-place AT 1E G2 inode £92¢(%, Mdocker 1.1.0 #, E%
IREE, PTLL R IE A9 7025 E 2 mount A H 5% °

2 ~ Data Volume Container i & &X 28

WRARE — LRI & EEA AR Z A= &7 Data Volume Container, AN
E o MEMRGE— T aNEIR G

WARIREBER T B R Ay, BIEWHAAS, BE/ERE dbl db2, XEE1EA Bas (eI EA
DWMIER o XA LULRATER &2 Z FFHRARS 5

3 ~ ¥ F Data Volume Container R &1 ~ %k B ~ BehEIEE

HIRG AN IhEeR RIS ~ RE ~ BaiEdR » (£/--volume PRCROIE—MINE T &
AR S, T

REFNCRE T — 1A%, o) dbdata FERIEEEIRS o R/ AR ENEE A2 A8

f/backup B3k ° fxfi, M tar 2K dbdata &4 back.tar - L LHUTE ~ AsfFlL 2 G, &
gk #1377 dbdata % -
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e
I\~ BREE
PEA& docker 72 & MER, FEEE 3 !
e BN namespace Fl cgruoups T B RSN NFE L &
* docker 27 ARG g B 14

o INEIAZ L R RN A AR A 2

1 ~ Kernel Namespaces

docker & #51 Ixc A asfRARML, AR THREAZ 2R ERE - B4R docker run BBI— A g,
7EJ5 & docker N7A#RAIE T —> namespace F1 contril groups HI&E 4 °

Namespaces $#2fit T A& & EEAMEE, AT B A SHETE FN LA FHRERZ
A, ATz EAER MmN T o

BIREEE B ORISR, MiTRGE I H AR 2500 sockets #E0 » ANt , G1RAEFENL ARG M
THNAZE, MAT8 R0 LUGIR EALA B —FER R E 7R 38 22 BB o M IRFEE /A Houm 0 sl {5 A
links SfiEHz 2 NARRET, AT ] IAHEEE T o (F#HE ping ~ udp ~ tep #RYE AR, 1 r] DR IR 2
WEFEIEAORNS) NG FRE, ArE R sHEE EHR M DM EERE, sty EyLesET
YIRS LI fE —FE o

N R HEH namesapce FIFAH WA BHE £ LR

W% namesapce MIN#% 2.6.15 ZJ5#5IA, BESCESET, EREZ KRB A RGP AL © fih{]
FAIBE T A SR B B R BE L openvz 11 B | A namespace EHTEFEMATIONAZ, FHAH B ERAZ
§1 o openvz F FHINARTE 2005,  Fr DU FISE BLARAR A2t -

2 ~ Control Groups

Control Groups 5 LXC &7 b—1 R BEE M, e RSEIBTRA S T FIR S o T3t TR
ZH e, LR LA R R B DA VA FZEHRIAAE ~ cpu ~ R 10 EHF, HEZENE,
B PMRIES — MRS FERE R — D RIREN EASER FETEL -

REMATAIR LA g8 Z AR E T R] ~ ACEEIRAARE, (B0 ERT LIRS 5 m v A w2
B o EZ AR & LA S NFAE R paas D NEE, YRR AT RGN E, w DURIE
—H Y uptime FI4EE - Control Groups 5T 2006 &, M 2.6.24 Z J5#5| A °

3 ~ Docker Daemon Attack Surface

BAT— A AR BN R AR 5 BIRE 21T — 1> docker AR5  docker AR55 % 3K root AR, Pt LR TR 2
TR E ERART -
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Hot, HRAFAERAS AL docker iRSS, WX & EESEUR™ERER © A%, docker
FVFIRE NI R A Z R E IR, XA F LB as S B RIR ] o Han 2 UR1E 2 B A g A s
HLE/BST B 7 ag i/host B 5%, B A ge i al LU EAUEUET T o iIXUTERAARNIE? A, IRZEH
BLF A BEINLA S EE BN RN Z AL ZRIRARS], TR EIRE CRE X — R
Zatt e

ean, HRGEA —1 web api AR BEAAR QMR SH, HHFEEINEEZEWIRE, SRR
F P RS DS IS EOR B H A RS A &

Ft.,, REST API 7£ docker0.5.2 2 J5# F unix socket /L T4FE7E 127.0.0.1 LAY tcp socket
(&R EZ BT E) o BAEIRAT LUE A 3E58AY unix sockt FUFRERR %% 4 socket H D[R] ©

PRISR AT LA REST API & 45 % http k%5 L o Nt — @ B/ NODIAX BRYZ-2iLH, R a0 1E
1P 24 ] vpn S 32 /47 8 stunnel F1 sslIATE AT DA% REST API i#171(0] o i 7] LA A https FIIAGE
HTTPS and certificates.

B BGH A linux namespace KR AT LLSCER(E A E root A3 P RIZ1T 2 INEERI A AR o iX R T RI7E
BN EN I S R G 5 [ REA) 2 A2 Al R o

docker HIZEAR HbRE B0t 2 D 2
* R root Al P AOA aRB ST E AL _ERYIE root I, (EER AR AR AN AL Z (R RIAN PR THTT 5 | LAY 22 4

[

*  fuiF docker iRS5EE root DR T521T, ZIRBMEERBIIPLLE S RFHITH TR, &1t
A IREARODR: BN E, UERGEH - iBE%S -

w5, WMRRE—"IRS S 217 docker, i ZETH docker Z AN E A ARSS, bR T —LUEHARSS than
ssh A2 2 T A nrpe clllectd %45 -

4 ~ Linux Kernel Capabilities
BN T, docker AR B FLH6 i F —#5 #% capabilities © Xt A+ A TR?

X & —> root B 3FE root A ER EE BV RIS H RS o Ll web RS A AT ESE—MET
1024 19360, ANFFEHA root KA A4 E RFEAE R net_bind_service ThEEFLFI LT © LF R
Z H A capabilities, JLF-FTE 752 root HURAVNFF EF8 & — 04> capabilities LRI LA T ©

XA e Z 2R RE L, BEERS SR EATF— KM root ##12, B A ssh cron syslogd;
RRRFI S E T RS o ZENIAFE, FHRE X F YR 2528 5 B R i 2 T

*  ssh AT DABEANL L ssh AR5
o BEMFEHEBTITRERE, FaHTHEBIITHF T udevd BN MR BIFIARSS
o MBEHBEMATILRE, BRIFFIAFRK, ifconfig - route ~ ip BAFET -
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XERIX KIS EO T, BRTENFE “"HIEMN” root iR o Fit, &80 LLUET— MR
capabilities £, Z#&s4HY root I, “HEIEHY root" A 5 /HY capabilities, L. 41

(]

e 25 1EE T mount #{F

ZE 1R BRI E EENLAY socket

ZEIE VT ] — 2O R GRIIRAE, LA HTHYIX & node S5 5F
I 229121

I —EH A Y

BRI A AR TS T root SR, MBEEMEVBEA DT, MAEERE BRI E mAUR -

IRTTIEAN 2 RN E B web apps, SRR 2AEEFMEARNR ! BB T, docker £ T E
FTEMBEZIMIERE D - XEA—MELBMELH, 7€ Linux manpages 7] LU £ 52 #1075 .57
F o MR, IRIATT LS FIRFTERYEIS capabilities = BRI\ docker Za3 (X1 F 44 #1494 capabilities ©

5 ~ Other Kernel Security Features

Capabilities &I linux AZFEEERTE 2 Z2FE I —7, docker R LA A EA RO AN
TOMOYO, AppArmor, SELinux, GRSEC #5822 o Jy{t /4 docker 2 §i 2 /5 H capabilities, i/~
ENEAM ARG o

R it lid /] LUE AR 2 D5 vEA D& docker AL, H I SE—2E615

(]

KA LATEPIAZ F %k GRSEC 1 PAX, X BIfNR £ % 4402 o

fRA] LU B — g H s 22 2R PR R ATRRAOBENR ,  Ebansy apparmor BUEAR #1 redhat F %7177
selinux dcoker 5l , XU FRGL T EYMA L 2N -

FERIRE CERRITIRIEFIALEIARE IR E SR 25K -

BHEHABZINE] docker ARV HE =77 TE—# (WIMBIRIMIUERGHRE) | AIREZ XN
TR, FAMATATLIASH 2 docker AZ L AT LUNEIELA Y docker % s

6~ &1

docker et BOAILZ AR &0, FFAR AR AN RE AL 2 A 7 4 I 4F root AR AR EREAIE IR
AT DI IN#RS MY 4l Apparmor, SELinux, GRSEC S /RFERIINE J7i%  fla, ARIRA Hih A as
AT E &R RCGE, (Rt ] LIZE docker FEEHLE, B, FTAEMRBEMELEEANRFT -
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U > Docker SEi— N TCEI A #RE BHM docker (MR
) 1] )
BT GFW 19k &, ENHFAEM A docker IR, pull —PMEARRVERGE R TR, FEARUEH
BB index 814 T

AT BIAEBSERIE I T SIS T B O &) docker

1~ Z3E docker

ZWASLHE =N

2 ~ N RSB —1 image R
SESRGEEREZITE, BHHEEE pull =4, TN, 48 pull — A ubuntu #RiEIME
SERR -
X BHERE — D INERLE N — S RS import — MR, N AR AT LUE A opvz RUBEROR A1 & -
(openvz A ABLEA g UL AISEHEIE)
openvz AR T EHbEaT T
http://openvz.org/Download/templates/precreated

THEEZE, Bl FE T — ubuntul4.04 A%
R T4

9% J5 I docker images & T

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
ubuntu 14.04 05ac7c0b9383 17 seconds ago  215.5 MB

Wi T —A1-3A1HY ubuntu $fR

3~ IERERBE
B ER R B A 0 docker run -p 5000:5000 registry, SR T, MIIE FEIL
images ° &iff CSDN, A —1 IM B Rz RS, LHEET A CERKATLMEH

docker pull 203.195.193.251:5000/registry
SITAORLS B T ML RAMBA, (B ORI
SN R LT A BIERAY ubuntu S 0IE, E 71 docker GFERIRRS ML
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https://github.com/dotcloud/docker-registry T #AAE G ERRERD, 7T DURHE ETE P docker file 0%

(ATRPE =8

http://www.vpsee.com/2013/11/build-your-own-docker-private-regsitry-service/

4~ EFAE G LR ~ TH - #& images

OB ORIFVE CEZ R, FTLLE A docker tag — MR, S5 push, SR/ETEHIALE: L pull &
KA T o iIXFERATRYEIMFA A docker B EERIFERELF T -

2 LN

IMAGE ID CREATED VIRTUAL

ba5877dc9bec 6 weeks ago 192.7 MB
ba5877dc9bec 6 weeks ago 192.7 MB

IMAGE ID CREATED VIRTUAL

14.04 ba5877dc9bec 6 weeks ago 192.7 MB
latest ba5877dc9bec 6 weeks ago 192.7 MB

192.168.7.26:5000/test latest ba5877dc9bec 6 weeks ago 192.7 MB

WaitFish ~ #

The push refers to a repository [192.168.7.26:5000/test] (len: 1)

Sending image list
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Pushing repository 192.168.7.26:5000/test (1 tags)

Image 511136ea3c5a already pushed, skipping

Image 9bad880da3d?2 already pushed, skipping

Image 25f11f5fb0cb already pushed, skipping

Image ebc34468f71d already pushed, skipping

Image 2318d26665ef already pushed, skipping

Image ba5877dc9bec already pushed, skipping

Pushing tag for rev [ba5877dc9bec] on {

WaitFish ~ #

The program 'curl' is currently not installed. You can install it by typing:

apt-get install curl

WaitFish ~ #
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

curl
0 upgraded, 1 newly installed, O to remove and 570 not upgraded.
Need to get 123 kB of archives.
After this operation, 313 kB of additional disk space will be used.
Get:1 http://192.168.7.26/ubuntu/ trusty/main curl amd64 7.35.0-1ubuntu? [123 kB]
Fetched 123 kB in Os (7457 kB/s)
Selecting previously unselected package curl.
(Reading database ... 184912 files and directories currently installed.)
Preparing to unpack .../curl_7.35.0-1ubuntu2_amd64.deb ...
Unpacking curl (7.35.0-1ubuntu?) ...
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Setting up curl (7.35.0-1ubuntu?) ...
WaitFish ~ #

{"num_results": 7, "query": "", "results": [{"description": "", "name": "library/miaxis_j2ee"},

m,mmen m,nmmen

{"description": "", "name": "library/tomcat"}, {"description": "", "name": "library/ubuntu"},

m, mmn mw, mmnon

{"description": "", "name": "library/ubuntu_office"}, {"description": "", "name":

"w, mwon ", nmn

"library/desktop_ubu"}, {"description": "", "name": "dockerfile/ubuntu"}, {"description": "",

"name": "library/test"}]}

[root@opnvz ~]#

Pulling repository 192.168.7.26:5000/test
ba5877dc9bec: Download complete
511136ea3c5a: Download complete
9bad880da3d2: Download complete
25f11f5fb0cb: Download complete
ebc34468f71d: Download complete
2318d26665ef: Download complete

TAG IMAGE ID CREATED VIRTUAL

192.168.7.26:5000/test latest ba5877dc9bec 6 weeks ago 192.7 MB

XA TR AT IE BRI # L 6E X 1 images T !
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+ ~ Docker 2Efif--7E Docker 4 Supervisor & #

docker AR 7L B BINHEST I B8, Hhal, —-> ssh 8i/l] apache f) daemon Az %5 - [HFA1%2
BHREE— MG EABEZ RS, XV UEREZTE, &EBNSEEL B2 72— a3
AHME, B EERBIX A, BT HEEETA -

/NI AR E B T B supervisor SREHZA &3 T HIZ MR o 8 H Supervisor AJ LB 4] ~
B~ HERNHESITHERE o EX BIHATER— N A [R5 A ssh #1 apache AR5 -

1 ~ dockerfile
FROM ubuntu:13.04

MAINTAINER examples@docker.com

RUN echo "deb http://archive.ubuntu.com/ubuntu precise main universe" > /etc/apt/sources.list
RUN apt-get update

RUN apt-get upgrade -y

RUN apt-get install -y openssh-server apache2 supervisor
RUN mkdir -p /var/run/sshd

RUN mkdir -p /var/log/supervisor

COPY supervisord.conf /etc/supervisor/conf.d/supervisord.conf

EXPOSE 22 80
CMD ["/usr/bin/supervisord"]
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2 ~ supervisor Bt B XN

[supervisord]
nodaemon=true
[program:sshd]

command=/usr/sbin/sshd -D

[program:apache?2]

command=/bin/bash -c "source /etc/apache2/envvars && exec /usr/sbin/apache2
-DFOREGROUND"

$

2013-11-25 18:53:22,312 CRIT Supervisor running as root (no user in config file)

2013-11-25 18:53:22,312 WARN Included extra file "/etc/supervisor/conf.d/supervisord.conf"
during parsing

2013-11-25 18:53:22,342 INFO supervisord started with pid 1
2013-11-25 18:53:23,346 INFO spawned: 'sshd’ with pid 6
2013-11-25 18:53:23,349 INFO spawned: 'apache2' with pid 7

4~ W UERAXNGTZECIE—TREA ssh fR55Efl image

Z Ja % image AT PALLGX > image Ty &L ik O
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+— ~ Docker 32/ —f % tomcat/weblogic £ &
1~ %% tomcat H 1

e 7 22 jdk tomcat EHFHE] home H3 N, FEa)i— AL

XS AR A home B 2 EHWLA/opt/data B, BHWLA EREARFE, NS B -
FETORGLE tomceat FIEARCE, jdk MEZEXRENF 25, K tomcat #2/57(F/opt/apache-tomcat T TH

Y% /etc/supervisor/conf.d/supervisor.conf SC {4, #¥iI tomcat T

command=/opt/apache-tomcat/bin/startup.sh

[program:sshd]

command=/usr/sbin/sshd -D

FiE tomeat XK, #7#E Dockerfile
FROM tomecat
EXPOSE 22 8080

CMD ["/usr/bin/supervisord"]
R dockerfile f/% image
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2 ~ %% weblogic B4

A PRA tomceat FA—E, X B — TECE

supervisor.conf

[supervisord]

nodaemon=true

[program:weblogic]

command=/opt/Middleware/user_projects/domains/base_domain/bin/startWebLogic.sh

[program:sshd]

command=/usr/sbin/sshd -D
dockerfile

FROM weblogic

EXPOSE 22 7001

CMD ["/usr/bin/supervisord"]

3 ~ tomcat/weblogic 5K H
1) A
T£/3 A docker run FURHE, FH -v 5%

-v, --volume=[] Bind mount a volume (e.g. from the host: -v /host:/container, from docker: -v
/container)

FEA M SRS B EAALNGS, EFE EAUME LA RS 2 AR L 2R, FrOAFATERRER ~ L&
AT EEFYEEN A SR AT LU T, SRR NE S WAL/

2)tomcat 1 weblogic &)L
tomcat HEZ 5 £ M EaRN AT
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X Hyi— T~ weblogic FIELE, KFHE weblogic A —MEIIHES o WiR B F # #A) administrator

+node I ERE, LR EAE supervisord #4355 Hi administartor server F node server A4S s,
IXFEM A S

* AU weblogic RISERE, R EFE
o HE-EBNMARRF, ATELR KRR LR
R SE:

o docker it BE T

o INEEI RERHMITESE, WFHNT A, FEE administrator FSEOET A, AEH
BB DAY supervisor ABHIA, AEHBEIA R

FHNR TR PTE IR T AETE adminiserver [, TEYTRBIRE, BohZ 80800, B
AL RANBR A _E— OBt ta AR o (B BT (8 A XPh 5 R R B T A A EA5R)

AL RS (8 nginx MU B HE AT LLSEECE T
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1= ~ Docker L — % GYHEEN 2 AINASRELEK (8
BARIELMET)

docker BRINFUHTHERM & docker0  ER AN R AR R, 2 FREA R IR F
TEEH BB veth*** 1] docker R 2 A X LM R HEE—E, WF:

[root@opnvz ~]#

bridge name  bridge id STP enabled interfaces

docker( 8000.56847afe9799  no veth0889
veth3c7b
TEA #s 7 R B Ak — R BN X RER L -
root@ac6474aeb31d:~#

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 1500 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever

11: eth0: <BROADCAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen
1000

link/ether 4a:7d:68:da:09:cf brd ff:ff:ff:ff:ff: ff
inet 172.17.0.3/16 scope global ethO

valid_lft forever preferred_lft forever

inet6 fe80::487d:68ff:feda:9cf/64 scope link

valid_lft forever preferred_lft forever

IXFERE AT AFEIX A S F Boe — D RAE RIS, , G850 nat JEREINN, QISR ZELLANRERR AR, 6]
WEMR OB, Bl-p 2380 EZFEHES WASCES/NT)

AURAE R NERRL A, S M ER N RERRE, W RERR BN 2 M E N B A AR —
MLt AR AT ZROX A MR R A TR A R L
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mez || —
R \ T

FEN | PEEs A= Fiffi— yEEl | FHE—

[T vmERT—

| pmme— |

VLANI1O1 VLAN1CE2

P AR

FHLA FEN B BIMF—EHEEWEIZHALHIFE — vian 101, X FFT— R == TR —
MHEMEH T, TR — >~ B =~ AalUhER —YEIMG T, M2 BT DAHLEE, mEA
PABR[A]— vlan A B HARYTE] &% ELEK -

2 ~ ubuntu ;=51
T TE LA ubuntu 51 2 4 EALRI A 2R B

dns-nameservers 8.8.8.8 192.168.6.1

ubuntu &t /etc/default/docker S FNE G — 1T A
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# Docker Upstart and SysVinit configuration file

# Customize location of Docker binary (especially for development testing).
#DOCKER="/usr/local/bin/docker"

# Use DOCKER_OPTS to modify the daemon startup options.
#DOCKER_OPTS="--dns 8.8.8.8 --dns 8.8.4.4"

# If you need Docker to use an HTTP proxy, it can also be specified here.

#export http_proxy="http://127.0.0.1:3128/"

# This is also a handy place to tweak where Docker's temporary files go.

#export TMPDIR="/mnt/bigdrive/docker-tmp"

DOCKER_OPTS="-b=br0"

root@ubuntudocker:~#

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

58b043aa05eb desk_hz:v1 "/startup.sh” 5 days ago Up 2 seconds 5900/tcp,
6080/tcp, 22/tcp yanlx

root@ubuntudocker:~#

bridge name  bridge id STP enabled interfaces

br0 8000.7e6e617c8d53 no eml

vethe6eb

XM EEEARREIIROYENSG LT, Z26YEENNERE T UMLK T - FEERD
i, IXHETE R H ORRIEA RSB LET -
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= ~ Docker *ﬁﬁ--EF/J\JLJ_k docker %ﬁ%ﬁ

docker xf /Nl , 5 paas ARG, WIEAR L E, HC AR sandbox Ak X
INT R D NARPES /ML AT DR docker SRFRTBEACTT A ~ At ~ A2 P EREE o

TR
FF AN A {E A
tomcat fweblogic/. . |_ tomcat fweblogic/. . tomcat /weblogic/. . I
tomzat fweblogicd .. | tomcat fweblogicy ..

tomcat /weblogic/ .. tomeat fweblogic/ ..

RS

docker &/ VER/N, #E—& ES 128G FZAIMS 2RSS 38 1 M0 F 100 MASHAAA &, LU
fiepl— 1 3o BB (TS 9P 4] E#5 samba, FIF samba £ home 485775451 i 0
home F RBRSFEIFF % it LRI AR 169 windows HLEE b« MTLETMIRAL, BAMaITEET— M
2 B ERSE BT LRI TP, 45097 % TR AT U S8 MA0%°88, 3 docker run v 45
10 home B RIRSEIZCR T - HERAMN . AREHRIBLLMLI ], REHE—1 528
v USRS 140 home B REBENTT « S0bE, AEATINEMTL  WHEARS—T, T2 EH
FRBAORT, Wit HITHER TR -

W R AT OE AR T, 2R — VORI SIRE, BAT LR B TR A
B BIREBEE P IREE T o R SURORD B I PO T R M AT -
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